Undopmaionnas naMsTKa /1151 HeCOBEPIIEHHOIETHHX 110 BONPOCaM
KH NACHOCTH
B ceTn «nTepHem

KoMnborepHbie BHPVCHI

KommbroTepHslii BUPYC - 3TO Pa3sHOBH/IHOCTh KOMIIBIOTEPHBIX MPOrpaMm,
OTJIMYMUTENILHOH 0COOCHHOCTBIO KOTOPOH SIBIsECTCA CIOCOOHOCTh K PAa3MHOKECHHIO
(konmupoBaHui). B 1omonHeHHE K 3TOMY, BHPYChl MOIYT IIOBPEIMTH HWIIH
MOJTHOCTBI0 YHHUYTOKUTE BCe (Dailibl M JaHHBIE, MOAKOHTPOJIBHBIEC MOJIL30BATEIIO,
OT UIMEHH KOTOPOro Obula 3amylicHa 3apak€HHas IPorpaMMa, a TaKkKe MOBPEIUTh
WIH JJa)Ke YHHUTOKHMTh ONMEPALMOHHYIO CHCTEMY CO BceMH (aiimamu B nenom. B
OOJBIIMHCTBE CIIy4aeB paCIPOCTPAHAIOTCS BUPYChI YEPE3 HHTEPHET.

MeToabl 3aLKTHI OT BPEIOHOCHBIX NPOrPaAMM:

1. Hcronb3yii COBPEMEHHBIE ONEPALMOHHBIE CHCTEMbI, HMEIOIIHE
CEpbE3HBIM YPOBECHB 3alUThI OT BPEJAOHOCHBIX MPOrpaMM;

2, ITocTosHHO ycTaHaBnmBail maTtuM (UM(QPOBLIC 3aIUIATKH, KOTOPHIC
aBTOMATHYECKH YCTAHABIMBAIOTC "~ “1SoL 0 ™ AOTA0TTR U™ NPUT AL I )™ 1 ™ v A

OOHOBICHIS — CBOCHT  oncpalilontoit  cicrtemsl.  CRaunBail - HX TOABKO ¢
ohuunalbHOro  caiita  pazpacorunxka  OC.  Eciann CYHICCTIBYCT  PCrKIHNM
ABTOMITHUCCKOIO OOHORICHIS. BKIHOUI CLO;

3. Padortail Ha CBOCM KOMIBLKITCPC 1101 NPABAMH [101b30BATCIS. 4 HC
AMIHHCTPATOPA. D10 HC  HO3BOIIT  OOJABLIIHHCTBY  BPC,IOHOCHBLIX  [POTPAMM
HHCTQITHPOBATBCA HA TBOCM [ICPCOHATBHOM KOMIIbIOTCPC:

4. Henoansvit QuiHBHPYCHLIC  TPOIPAMMHBLIC  HPOAYK Tl H3BCCTHBIX

MPOH3BOIHTCACH. € ABTOMATHUYCCKIM OOHOBICHIHCM 043!

S. Orpatitib  (PU3HUCCKHIT J1OCTYIT K KOMIBLIOTCPY [UIsl THOCTOPOHHHX
TTHLL:

0. Henoansvii Bacmnne nocnre i Hudopyatiint., 1akie Kak (pienika.
TCK 1 paiil 13 HeTepHeTa. ToAbKO 13 NPOBCPCHHBIX HCTOUHIIKOB!

7 He OrRpbIBaIT KOMIBLIOTCPHBIC (PAILIbL TTOIYVUCHIBIC 13 HCHA ICKIBIN

HCTOUHHKOB. Jaze TC (haiifibl. KOTOPbIC MPIHCIAT TBOI 3HAKOMBIIL. [yUILIC VTOUHII

VOHCT O, OTHPAB/ISUL T OH 1COC HX,

Ceru WI-FI

Ok
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C nomoumpro WI-Fi MOXHO moiyunth OecrniaTHbIH HHTEPHET-J0CTYN B
oOuiecTBeHHBIX MecTax: Kade, OTe/sX, TOProBeIX LEHTpax M a’ponoprax. Tak xe
ABJIACTCA OTJIMYMHOM BO3MOXKHOCTBIO BbIXOjia B MHTepHer. Ho MHOrMe skcneprhl
CUMTAIOT, YTO obmmenoctynusle WiFi cetu He sABIs0TCS 6e30MacHbIMH.

Cosernl 0 6e30nacHOCTH padoThl B 00meaocTynubix cerax Wi-fi

1. He nepenaBait cBOW0 AM4HYH HMHGOpMALHIO 4epe3 OOLIeA0CTyIHbIC
Wi-Fi ceru. PaGortas B HHX, jKelnaTeIbHO HE BBOJWTH MApPOJIH JOCTYIA, JIOTHHBI U
KaKue-TO HoMepa;

2. Hcnonb3yih 1 0OHOB/IAH aHTUBMPYCHBIC MPOrpaMMbl U OpaHaMaysp.
Tem cambIM ThI 00e30nacHIlb cedst OT 3aKaYKH BUPYCa Ha TBOE YCTPOHCTBO;

3 [Tpu ucnons3oBannu Wi-Fi orkmoun gynkumio «OOumit goctyn K
¢daiinam m npuHTepam». JlaHHas (YHKUMS 3aKpeiTa 10 YMOJIYAHUIO, OJHAKO
HEKOTOPBIE MOJIb30BATE/IM AaKTUBUPYIOT €€ 15 yA00CTBa UCIOIB30BaHUs B padore
WK yuebe;

4. He ucnons3yit nyonuuneiii WI-FI ans nepepaum JMYHBIX JaHHBIX,
HanpHuMep, AJI1 BbIX0/1a B COLMAIbHBIC CETH WIH B 3JICKTPOHHYIO MOYTY;

5. Hcnonb3yil Tonbko 3amuuieHHoe coeauHeHue uepes HTTPS, a ne
HTTP, 1.c. npn HaGope BeO-aapeca BBoau MMcHHO «https://»;

6. B moOmibHOM Tenedone orkmoun pyukuuo «llogkmouenune k Wi-Fi
aBToMatuyecku». He gomyckaii aBTOMaTH4ECKOro MOJKIIOYEHHS YCTPOHCTBA K
cersam Wi-Fi 6e3 TBoero coriacus.

CounajibHbIC CeTH

CoumanbHas ceTb - 3TO CalT, KOTOPBIH MPEAOCTaBIAECT BO3ZMOKHOCTD JIHOAM
OCYHICCTBIIATh OOLIeHHe Mexay coboit B uHTepHeTe. Yamie Bcero B HHUX AJd
Ka’K/I0r0 4ejIOBeKa BbIJACISCTCS CBOSl JIMYHAs CTpPaHU4YKAa, Ha KOTOPOHM OH
yKa3blBaeT 0 cebe pa3nuuHyo MHpOpMalMI0, HauyMHAs OT UMEHH, (PaMUIUHU H
3aKaH4MBas JHYHBIMH QoTorpadusMu. MHOrHe Noab30BaTEIN HE MOHUMAIOT, YTO
uHpopmanus, pasMCIICHHAs UMH B COLIMAJIbHBIX CETAX, MOXKET ObITh HalJaeHa M
UCIIOJIb30BAHA KEM YroJHO, B TOM 4YHCAe He o0s3arenbHo ¢ Onarumu

HAMEPEHUSIMHU.

OcHOBHBIE COBETBI 10 0€30NMaACHOCTH B COIHAJIBHBIX CeTAX:
1. Orpanuub cnMcOK Jipy3ed. Y T1eOs B Apy3biX HE JOKHO OBITh

CIIy4aHHBIX U HE3HAKOMBIX JIFOJICH;
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2. 3amuiail CBOK 4acTHYI kKu3Hb., He ykaswiBaii nmaponu, teinedoHsl,
aapeca, JaTy TBOCrO POXKJACHUA MW JPYTyH JIHUYHYK — HHpOpMAaIuio.
3710yMBILUICHHUKH MOTYT HCIOJIB30BaTh Jaxe HHPOPMAIHIO O TOM, KaK Thl U TBOH
POAMTEIH IJIAHUPYETE MTPOBECTH KAHUKYIIBI;

3. 3amMiai CBOK penyTaluio - JepKu €€ B YUCTOTE M 3ajaBail cebe
BOIPOC: XOTeJ ObI Thl, YTOOBI APyrUe MOAb30BATEIN BU/CTH, YTO Thl 3arpykaciib?
[Toaymaii, npexae uem 4To-To OnyOJIMKOBATh, HAMKCATh U 3arPy3HTh;

4. Ecnu 1Bl rOBOpHILIE C JMHOAbMH, KOTOPBIX HE 3HACllb, HE MCMOJIb3YH
CBOE peaJlbHOE MUMS W JIPYTYIO JIMYHYIO MH(OpPMALIMH: MM, MECTO KHTEJIbCTBA,
MECTO yueObl U rpouee;

5. W306eraii pazmeuienus pororpaduii B UaTepHere, rae ol n300paxeH
Ha MECTHOCTH, IO KOTOPOH MOXHO ONPE/ICINTh TBOE MECTOMOJIOKCHHUE;

6. [Ipun peructTpauuu B COUMANBHOH CeTH HEOOXOAMMO HCIOJIb30BAThH
CJIOXHBIE NAPOJIH, COCTOSIINE U3 OYKB M LIM(P U C KOTUYECTBOM 3HAKOB HE MECHEE
8;

% Jas  coumanbHOM CeTH, MOYTBI M JPYrHX CaWuTOB HEOOXOIUMO
MCIO0JIb30BaTh pa3Hbie naposu. Torja ecnu Teds B3IOMAIOT, TO 3/I0yMBIIIICHHHKH

nony4dart JOCTYII TOJIBKO K OJHOMY MCCTY, @ HC BO BCC Cpa3sy.

DJIEeKTPOHHBIE 1eHbIH

DNCKTPOHHBIC JCHBIM — 3TO OYCHb YJ00HBIH €rnocod ruiatexel, OAHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYHTh 3TH JI€HBIH.

DNCKTPOHHBIC ACHBIH MOSBHIMCH COBCEM HEJAaBHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX I'OCY/IapCTBax /10 CUX MOpP HE IMPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHu QyHKIMOHMPYIOT M O HHX YK€ MPOIUCAHO B 3aKOHE, IAe
UX Pa3fe/IgiOT Ha HECKOJIbKO BUJIOB - AHOHMMHBIC M HE aHOHMMHbIE. PazHuia B
TOM, YTO @aHOHMMHBIC - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOANUTh ornepauuu 6e3
MICHTH()MKALIMK TONb30BaTeNs, a B HE AHOHUMHBIX HWICHTH(UKALMH
NOJIb30BaTEIIs SABISACTCA 0043aTECIbHOIM.

Taxke cnemyer pasznuuaTh 9JIEKTPOHHbIC (DMATHBIC JCHBIH (paBHBI
roCy/lapCTBCHHBIM BaIlOTaM) M JJICKTPOHHBIC He(UaTHbIC ACHBIU (HE PpaBHBI
rocy/1IapCTBEHHBIM BaIOTaM).

OcHOBHBIE COBETHI 10 0€30NMAaCHOI padoTe ¢ YIeKTPOHHBIMH JeHbIrAMH:

1. [TpuBsikn Kk cuery MOOWIbHBIH TenedoH. DTO caMblit yJI00HBIH M

ObICTpBIi cnOcO0 BOCCTAHOBHTH JOCTYNm K cuery. [IpuBsizanHblii TenedoH
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MIOMOKET, €c/ii 3a0y/Acuib CBOH IUIATEKHBIH Mapoib WM 3alJellb HA CalT C
HE3HAKOMOTI'0 YCTPOMCTBA;

2. Hcnonb3yii oaHopazobie naposnu. [locne nepexoga Ha yCHICHHYIO
aBTOpH3alHMI0 TeOe yke He OyJeT yrpokaTh ONAcHOCTh KpakM WM TIepexBara
MIATEKHOT O NapoJis;

3. BeiGepu crnoxusliii napons. [Ipectynaukam Oyaer He mpocTo yraaarsb
CNOXHbIH maponb. HajexHble maponu — 3TO MapojiM, KOTOpbIE COAEpKaT He
MEHEE 8 3HAKOB M BKJIIOUAKOT B Ce0s CTPOYHBIC U MPOMHCHBIC OYKBBI, LU(PHLI U
HECKOJIBKO CHUMBOJIOB, TAKHE KaK 3HAK Aoiiapa, pyHTa, BOCKIHLIATEIbHBIH 3HAK U
t.n. Hanpumep, StROng!:;

4. He BBOAM CBOM JIMUHBIC JAHHbIC HA CAlTaX, KOTOPBIM HE JI0BEpSCILb.

JICKTPOHHASA MOUTA

DNEeKTPOHHAs MOYTa — ITO TEXHOJIOIHs M MPEAOCTABISIEMbIC €K YCIYTH 10
MEPECHUIKE U MOIYUYCHHIO YICKTPOHHBIX COOOIICHUIN, KOTOPbIEC pacipeacisioTcs B
KOMNBIOTEPHOIT ceTH. OOBIMHO 3NEKTPOHHBIH TMOYTOBBIH SIIMK BBITJISAHT
cleayrouuM 00pa3om: UMs_MoJb3oBaTeIs(@uMs_jaoMeHa. Takke Kpome repeiayuu
IPOCTOrO TEKCTa, UMCETCA BO3MOKHOCTD Iepe/iaBaTh (aiiibl.

OcHoBHBIE cOBETHI 110 Oe30nacHoii padoTe ¢ YIEKTPOHHOMH MOYTOMH:

1. Hano BeiOpaTh mpaBuiIbHBIN MOYTOBBIN cepBuc. B MHTepHeTe ecThb
OTpOMHBIH BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JTYYIIE JOBEPAThH TEM,
KOI'0 3Haelllb U KTO MEPBbIH B PEHTHHIE;

2, He yxa3spiBaii B auuHON noure JuuHyr uHpopmauuwo. Hanpumep,
Jay4uie BeIOpaTh «My3bIKaibHbIA (haHaT(@» win «pok2013» BMecTo «remal3»;

3. Hcnonb3yil ABYXITanHyl aBTOpHU3alHi0. DTO KOrJAa NOMUMO Mapois
HY’>KHO BBOJMTH KO/, MpHUChLIaeMbIi 110 SMS;

4. Boibepu cinoxkHbll naposb. [ KaXka0ro mouToBOro sILIMKA J0JKCH
OBITh CBOI1 HAJICKHBIHM, YCTOMYMBBIH K B3JIOMY 1apOJib;

5 4 Ecnn ects BO3MOXKHOCTBH HalnMcaTb CaMOMY CBOHM JIMYHBIH BOIIPOC,
UCIIOJIb3YH Ty BO3MOKHOCTb;

6. Hcnonp3yil HECKONBKO IMOYTOBBIX SAIIMKOB. IlepBblii ans yacTHOM
MEPENUCKH C ajgpecaTaMH, KOTOPbIM Thl JOBEpsCIIb. ITO NEKTPOHHBIN aapec He

HAJI0 MCIOJIB30BaTh MPH PErUCTPALMK Ha (popyMax M caiTax;
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2 He oTkpbiBaii (aiibl ¥ Ipyrue BIOKEHHS B MUCbMaX JaXe €Clu OHH
NPUILIA OT TBOMX JApy3ei. Jlydme yTouHM y HHUX, OTHpaBIsIN JU OHU TeOE ITH
aiinbl;

8. [Tocne oxoHuaHust pabOTHI HAa MOYTOBOM CEPBHCE TEpe/ 3aKPBITHEM

BKJIQJKH C calTOM He 3a0y/1b HaxkaTb Ha «BbIATHY.

KudepOv/JIMHI HJIH BHPTVAJIBHOE H3/IEBATEJILCTBO

KubepOymmuHr —  mpecnefioBaHue  COOOLUICHHAMM,  COACPIKALUMHU
ockopOneHus, arpeccuio, 3aryrHBaHuE; XYJIUTaHCTBO; COLIMAJILHOE
OOHKOTHPOBAHUE C MOMOIIBIO Pa3IHYHBIX HHTCPHET-CEPBUCOB.

OcHoBHBIE cOBETHI 110 Oopbie ¢ KHOEPOYLIIHHIOM:

L. He Opocaiics B Ooii. Jlyummii cnoco0: mocoBeroBaThbcsi Kak ceOs
BECTH M, €CIU HET TOro, K KOMy MOJKHO OOpaTUTbCS, TO BHA4ajle YCIOKOMTHCS.
Ecam Tel HauHelIb OTBEYaTh OCKOPOJICHMAMHM Ha OCKOpPOJICHHS, TO TOJBKO elle
OoJblIe pa3okKellb KOH(PIUKT;

2. Ynpasinsii cBoei knbeppenyTaiueii;

3. AHOHUMHOCTH B ceTd MHUMas1. CyIIECTBYIOT CIIOCOOBI BBISICHUTB, KTO
CTOMT 3a aHOHHMHBIM aKKayHTOM;

4. He crout BecTH Xynuranckuii o6pa3 BUpTyaibHOM xu3HU. UHTEpHET

(¢UKCHpyeT BCE TBOM JCHCTBHS M COXpaHAEeT MX. YJaauTh MX OyAeTr Kkpaiine

3aTpyAHUTENBHO;
5.  Benu ceOs BexIHBO;
6. WUrnopupyii eaunuunbiii HeratuB. OJHOPa30BbIEe OCKOPOMTEIbHBIC

cooOuieHust Jaydiie MWrHopupoBatb. OOBIMHO arpeccusi MpeKpauiacTcs Ha
HaA4YaJIbHOM CTaJUH;

/8 ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHM COOOIICHUAMH,
B COLIMAJIBHBIX CETAX €CTh BO3MOKHOCTH OJIOKHPOBKHM OTIPAaBKH COOOLICHHH ¢
OIPE/ICIICHHBIX aIPeCOB;

8. Ecnu T1eI cBuaerens kuOepOysuinHra. TBOM ACHCTBUSA: BBICTYIHUTH
NPOTHB I[IpeciieoBarTels, I[O0Ka3aTb €My, 4YTO €ro JCHCTBUS OLICHUBAIOTCS
HEraTUBHO, MOAJEPXKAaTb JKEPTBY, KOTOPOH HY)KHA IICHMXOJIOTrHYecKas IOMOIllb,

COOOIIHTH B3POCIIBIM O d)ache arp€CCHBHOTIO MNMOBCACHHUS B CCTH.

MobOuabubiii Teaedon
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CoBpeMenHbie cMapTHOHBI U IUIAHILIETHI COAEpKaT B cebe BMOIHE B3POCIbIi
(GyHKIHMOHAN, W Temepb OHM MOTYT KOHKYPHpPOBaTb CO CTAallHOHAPHBIMU
KoMrnbioTepaMu. OHAKO, CPEACTB 3aLUThI I MOJA00HBIX YCTPOMCTB MOKA OUEHb
Mano. TecTupoBaHMEe ¥ TOHUCK YA3BHMOCTEHi B HHX NPOUCXOAMT HE TakK
MHTEHCUBHO, Kak s [1K, To ke camoe kacaercs ¥ MOOMJIBHBIX MPHIIOKCHHUI.

CoBpemeHHbIC MOOWIBHBIC Opay3epbl YK€ NPAKTHYECKH JOTHAIH
HACTOJIbHBIC aHAJIOTH, OJHAKO pacluupeHue (yHKUMOHAnIa Bie4yeT 3a coOoii
OOJIBLIYIO CIIOKHOCTh M MEHBILYIO 3aIHIICHHOCTD.

Jlaneko He Bce MPOM3BOAMTEM BBHINYCKAIOT OOHOBJICHHS, 3aKPbIBAIOLINE
KPUTHYECKHUE YA3BUMOCTH JUIsl CBOUX YCTPOHCTB.

OcHoBHBIE COBETHI 1151 0€30MaCHOCTH MOOM/IBLHOTO Tesiedona:

L. Byaw octoposkeH, Beab Korja Tede npeaiararoT 6ecriaTHblii KOHTEHT,
B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH;

2, Hywmaii, npexae yem ornpaButb SMS, ¢orto mnu Buaeo. Tel TouHO
3Haellb, I/1¢ OHU OyAYT B KOHEYHOM uTore?

3. Heo0xoaumMo0 00HOBIATE ONEPALIMOHHYIO CHCTEMY TBOETO cMapTdoHa;
4. Hcnonb3yit aHTUHBHPYCHBIE TIPOrPaMMBI J1J1i MOOHMIIBHBIX TeJe()OHOB;
4 He 3arpyxkail npuioXeHHs OT HCH3BCCTHOTO HMCTOYHHKA, BCAb OHH

MOTYT COJICpIKaTh BPEJIOHOCHOE MPOrpaMMHOE o0ecreueHue;

6. [Tocne Toro kak Tbl BBIHJCHIL C caiTa, IA€ BBOJAMUI JIHYHYIO
uHpopMaLuIo, 3aiiJIM B HACTPOIKN Opaysepa u yaanu cookies;

Vs [Tepnoanuecku npoBepsiii Kakue IIaTHbIC YCIYTM aKTHBHPOBaHbI Ha
TBOEM HOMEPE;

8. JlaBaii cBOit HOMep MOOWIBHOrO TenedoHa TOIBKO JIOIAAM, KOTOPHIX
ThI 3HACIIb U KOMY JI0BEpSCILIb;

9. Bluetooth gomken ObITh BBIKJIIOYEH, KOTJA Thl UM HE IOJIb3YCLILCH.

He 3a0biBait uHOr 1@ MPOBEPSATH ITO.

POUIIHHT HIH Kpaika JHYHLIX JTAHHBIX
I'naBHas wnenb Cl)Hl.LlHHl" = BHJIa HHTCPHCT-MOLL[CHHH‘ICCTB&, COCTOHT B

MOJTY4YEeHUH KOH(UICHIINAIBHBIX JaHHBIX M0JIb30BATEJICH — JIOTHHOB U MApOJICi.
Ha anrnmiickom si3eike phishing uutaercs xak ¢uummar (ot fishing — pbiOHas
NOBJIsA, password — maposb).

OcnoBHbIE cOBeTbI 110 OopbOe ¢ PHIIMHIOM:

[oKkyMeHT co3fiaH B 3NeKTpoHHOW hopme. Ne 18-24601/2019 o1 22.11.2019. ﬁ DPARMTEALCTRO
CtpaHnuua 16 n3 26. CTpanuua cosfiaHa: 22.11.2019 11:19

NEHWHIPALCKOR
OBAACTH



L Cnean 3a cBOoMM akkayHTOM. Ecim Tel mojo3peBaciib, 4YTO TBOS
aHkera Obula B37IOMaHa, TO HEOOXOAMMO 3a0JOKMpOBaTH €€ M COOOHIMTH
aJMUHHCTpATOpaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Wcnonw3yit Oe3omacHele BeO-caiiTbl, B TOM 4HCIE, HWHTCPHET-
MarasuHOB M MOMCKOBBIX CHCTEM;

3.  Hcnons3yii cnoxHele U pa3Hele naponu. Takum oOpaszom, ecinu Tebs
B3JIOMAIOT, TO 3JOYMBIIUICHHHKH TIOJYy4YaT AOCTYN TOJBKO K OIHOMY TBOEMY
nMpo¢uII0 B CETH, a HE KO BCEM;

4. Ecan 1ebs B3nomanu, TO HEOOXOAMMO MNpEaAyNpeauTh BCEX CBOHUX
3HAKOMBIX, KOTOpbIC J100aBiIeHbl y TeOs B APYy3bsAX, O TOM, UTO TeOs B3JIOMAJHU H,
BO3MOXHO, OT TBOEr0 HMEHH Oy/IeT pacchulaThCs CraM M CChUIKH Ha (DUILIMHIOBbLIC

CaMThI;
5. YcranoBu HajaexkHblil naposib (PIN) Ha MoOubHBI TenedoH;
6. OTkinroun coxpaHeHue napoJis B Opaysepe;
j 2 He oTkpsiBaii ¢aiiibl U Apyrue BIOKEHUS B MHCbMAaX JIaXe eCJIh OHH

MPUILIA OT TBOMX Jpy3ei. Jlyuiie yTouHM y HHX, OTHPaB/ISUIH I OHM Tebe 3TH
(daiinsl.
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